Original

AKT NPOBEPKW COBMECTUMOCTH

NporpaMMHLIX NpoayKTos

Kaspersky Industrial CyberSecurity for Nodes 3.0
Kaspersky Industrial CyberSecurity for Networks 3.1

MEPOOYKLMA KoOMNAHKA
AQ aNNabopaTopun Kacnepckoros
389642 NeHnHrpagckose Woote,
Mockea, 125212, Poccwiickan ®egepaylwa

Jnecs u ganee umeHyemse kak "KICS for Nodes®, "KICS for Networks™ n
"NK", cOOTRETCTBEHHO

OenwraB 13.3.1 (pyccran BepcHA)
NPOAYKLIMA KOMNAHKW
000 a3MepcoH»
5375 DybuHWHCKaA ynuua,
Mocksa, 115054, Pocchickan Peagepayma

3psck W ganee umeHyemsid kak "JenstaB® n "3mepcoH”, COOTRETCTREHHOD

JIK v BMEPCOH HacTOAWMM akTomM 3aRBNAKT O BOIMOHHOCTH COBMECTHOTD
WCNONLIOBAHUA YNOMAHYTE NPOrPaMMHBIX NPOAYKTOR B &AMHOR MHDOPMaLIMOHHOR
cUCTEME, O COBMECTHUMOCTH 3TUX NPOTPaMMHBLX NPOAYKTOS, NO3BONAKWER AoBHTLCA
BLINONHEHWA ONpedensHHelx  Tpeboeanwid  wHdopmaluoHHoil  BesonacHocTw
AETOMATHIWPOBAHHBIX CHCTEM YNPEENEHWA TEXHONOrMYECKAM NpOoUScoom (Aanee
ACY TN), B koTOpBIX AaHHbIE NPOAYKTE BKCNNYATURYIOTCA COBMECTHO:

KICS for Modes, KICS for Networks v OenstaB ssnsiotca nporpaMmmHiemg
NPOAYKTAMM, NCNONbLIYEMBIMW B aBTOMaTM3aLUMK npomeiwnesHocTi. KICS for Nodes
u KICS for Metworks senseTcs uHCTpymeHTamu obecnedeHus MHGOpMaUmMoHHOR
BezonacHocTy ACY TN, JensTaB ABNAETCA pacnpeneneHHof CHCTEMON ynpaBneHus
TEXHONOTMYECKAM NPOLECCONM.

NK npe nopoepwke 3MEPCOH BoinonHuna npoBepry HA COBMECTUMOCTb
nporpammibix npogyktoe fOensTaB w KICS for Nodes. B pesynbTate npoBepkW
onpegeneHo, 4to KICS for Nodes momeT Beime uenoneaosan cosmecTHo ¢ [lenstaB B
kavecTee komnnemextapHoro MO B pamkax eguHOR WHROPMALMOHHOR CUCTEMBI C
y4eToM MHAWBWgyaneHelx TpeGoBanwid ¥ cpege pabouvx cTamumia [lensoTaB.
BrinonHeHHLIE NPOBEDKM HE BBIRBUNK Kakux-nibo npoBnem COBMECTUMOCTH MEXDY
NenktaB u KICS for Nodes, npuMeHAEMEIMW B 80WHOR NporpaMMHoR cpepe.

KICS for Neftworks momer GeiTe WCNONbI0BEAH B KAYECTBE MacCWBHOMD CPEACTBA
monuTopuHra cetn JenstaB ¢ yuétom obwwnx TpeboBannid IMEPCOH K YCTAHOBKE W
MCMONE30BAHWI0 NPOrPaMMHEIX CPELCTE aHanWia ceTesoro Tpadmka.

B ceAzM ¢ Tem, 4To KICS for Metwarks AsnAasTcA NaccueHbIM CREfCTEOM MOHUTOPWHIE
CETH M HE OKA3LIBAET BNWAHWA Ha yHKUMOHWpOBaHWe komnoxexTos OenetaB, JIK
BEINOMNHUNW TECTUPOBAHWE [JAHHOMO NPOAYKTAa B HeoDXoaMMOM W AOCTATOMHOM
obbéMe CAMOCTOATENBHD.

Translation

STATEMENT OF COMPATIBILITY

between

Kaspersky Industrial CyberSecurity for Nodes 3.0
Kaspersky Industrial CyberSecurity for Networks 3.1

the products of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

hereinafter referred to as “KICS for Nodes”, “KICS for Networks” and “Kaspersky” respectively
and

“DeltaV 13.3.1 (Russian version)”
the product of

“Emerson” LLC
53/5 Dubininskaya Str., Moscow, 115054, the Russian Federation

hereinafter referred to as “DeltaV” and “Emerson” respectively.

Emerson and Kaspersky hereby declare the possibility of mutual apply of the mentioned software products
in unified information system, compatibility of these software products, allowing to meet certain information
security requirements for automated process control systems (hereinafter referred to as APCS), these
products are operated.

KICS for Nodes, KICS for Networks and DeltaV are software products used in industrial automation. KICS
for Nodes and KICS for Networks are tools to ensure information security of the APCS. DeltaV is a
distributed process control system.

Emerson and Kaspersky have carried out extensive compatibility tests for the joint use of DeltaV and KICS
for Nodes. The outcome of the tests was that, subject to the individual requirements of DeltaV workstation
environment, KICS for Nodes can be used jointly with DeltaV as complementary software within the same
system. The tests have not revealed any compatibility issues in products used within the same system.

KICS for Networks can be used as a passive network monitoring tool for DeltaV, subject to Emerson's
general requirements for the installation and use of network traffic analysis software tools.

Due to the fact that KICS for Networks is a passive network monitoring tool and does not affect DeltaV
components functioning, Kaspersky have performed the necessary and sufficient testing of this product
themselves.



Original

[aHHoe 3asBneHne 0 COBMECTUMOCTH aencteuTensHo Tonbko ansg ACY TI [densTtaB,
NPUMEHSIEMbIX Ha TeppuTopumn PO,

MoMumo ycTaHOBKM © ucCnonb3oBaHua 00OMX NPOAYKTOB B COOTBETCTBMUM C
pekomeHgauusmu u pykosoacteamu JIK n SMEPCOH no ux ycraHoBke 1 HacTpownke, ans
peanusayuu Bcex TpebosaHuin MHhopmMauMoHHOW 6e30NacHOCTU B KaXKAOM KOHKPETHOM
Knacce 3aluWeHHOCTU aBTOMaTU3MPOBaHHbLIX cucTem cornacHo [Mpukazy Ne31 “O6
yTeepxaeHun  TpebosaHuih kK obecneyeHuo  3aWuTbl  UHGpopmauun B
aBTOMATU3NPOBAHHBIX cuctemax yrnpaeneHus NPON3BOACTBEHHBIMU "
TEXHONOrMYECKUMU NpoUeccaMn Ha KPUTUYECKM BaXHbiX OObekTax, noTeHUManbHO
onacHbIx obbekTax, a Takke obbekTax, NpeacTaBNAoLWMX NOBbILLIEHHYIO ONAacHOCTL ANA
XU3HW W 300POBbA NIOAEA U ANA OKpyXalllen npupoaHoi cpeabl” depepanbHON
Cnyx06bl no TexHuyeckomy un SkcnoptHomy KoHtpoto Poccuiickon ®egepauynmn (PCTIK)
ot 14 Mapta, 2014, moryT BbiTb Heobxoaumel apyrme mepbl 3awuTbl. PakTnyeckue
npuHMMaemMbie mMepbl OyayT 3aBUCETb OT KOHKPETHbIX TpebosaHui WHGOpMaLVMOHHON
BesonacHocT, npeabsBnsembiX K 0OBEKTY 3awWuThel, a Takke apxutektypsl ACY TN
obbekta. Takume mepbl MOryT, NOMMMO NpPOYero, BKNKW4YaTe B cebs ycTaHoBKY W
MCNONbL3OBAHUE APYrMX NPOrpaMMHBIX WKW annNapaTHbIX CPeACTs, COOTBETCTBYloLee
KOHUrypupoBaHme NPOAYKTOB W CO3[aHWE WM KOPPEKTUPOBKY OpraHvM3auMOHHbIX
npoLeccos.

HecmoTps Ha NONOXUTENbHBIA PesynbTaT NPOBEPKU COBMECTUMOCTU TeKyLMX Bepcum
KICS for Nodes n [lensTtaB, B kayecTse mepbl, UCKNOYAOUIEN BO3MOXHOE HeraTuBHoe
BnusHme KICS for Nodes Ha wraTHbiil npouecc pabortel ACY Tl [enstaB B x0a€e ux
COBMECTHOW 2aKcnnyatauun, B cuctemax [enbtaB ponyckaeTtca ycraHasnueatb W
MCNONb30BaTb TOMbKO aHTMBMPYCHbie 6asbl AaHHbIX CUrHatyp w  oBHOBNeHus
aHTUBMPYCHBIX a3 faHHbIX CUrHaTyp, KOTOpble nNpoWnu TecTUpoBaHWe Ha
coBmecTumocTb ¢ [lenbtaB B JIK B eanHon MHOPMaLMOHHON CUCTEME, a TaK XKe Moaynw
aHTUBMPYCHOIM 3awuTbl 1 o6HoeneHus knoyesoro MO KICS for Nodes, koTopbie npownu
NPOBEpKy Ha COBMECTUMOCTb ¢ nabopaTtopHbimu cteHgamu denstaB 8 SMEPCOH.
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Translation

This statement of compatibility is only valid for DeltaV APCS used on the territory of the Russian Federation.

In addition to the installation and use of both products in accordance with recommendations and guidelines
for installation and configuration by Kaspersky and Emerson, other security measures may be necessary to
implement all information security requirements in each particular security class of automated systems
according to Order No. 31 " About approval of Requirements to ensure information protection in automated
systems of control of production and technological processes at critical objects, potentially dangerous
objects, as well as objects that pose increased danger to human life and health and to the environment" of
the Federal Service for Technical and Export Control of the Russian Federation" (FSTEC) "of March 14.
2014. The actual measures taken will depend on the specific information security requirements for the
subject of protection, as well as the architecture of the APCS. Such measures may include, but are not
limited to, the installation and use of other software or hardware, the appropriate products configuration, and
the creation or adjustment of organizational processes.

Despite the positive result of the compatibility testing of the current versions of KICS for Nodes and DeltaV,
as a measure to exclude the possible negative impact of KICS for Nodes on the regular operation of the
DeltaV APCS during their joint use, it is allowed to install and use in DeltaV systems only anti-virus signature
databases and updates of anti-virus signature databases that have been tested for compatibility with DeltaV
in the same system in Kaspersky, as well as anti-virus protection modules and updates of KICS for Nodes
that have been tested for compatibility with DeltaV in Emerson.
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